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1.Introduction

1.1 General

DF7XX series are available with metal keypad and without metal keypad options for customer end

applications. The communication interfaces between the reader and tags are with RS232, ABA TK2, Wiegand
or RS485 to match the integration requirement.

Features:
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Supports MAD1/MAD2/MAD3 standard, and supports customer MAD-AID setting.
Supports Non-MAD format with user-defined sector number.

Supports used card with data offset and length.

Supports multi sectors.

Reads Mifare™ Classic 1K/4K, Mifare™ Pro, or DESFire" 2K/4K/8K card.

Sets each reader with reader ID for multi-link application.

Output interface: Wiegand (Default), ABA-TK2 and RS232/RS485.

Wiegand output selectable from 1 bit to 128 bits.

RS232 output packet can be set with header, reader ID and trailer.

. Serves as a versatile configurable reader bundled with a utility developed by Promagm engineering teams

which is easy to set up for buzz or LED color indication.

Has the IP 66 certificate to secure the critical installation environment. Also passed the R&TTE, FCC
approval.

Protected by mutual three passes authentication, DES & 3 DES MACing/Encipherment.

Classic housing and various models offer customers wide coverage to select for their application

demand. The inside buzzer and LED are able to be configured by the bundled utility.

Application:

o o M wbh P

Access Control.

Time Attendance.

Guest Registration System.
Academic Services.

Info Services.

Identity authentication.
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1.2 Product Description

1.2.1 Reader Description

DF7XX series are available for user’s end configuration by applying Mifare sector and Mifare DESFire
technology. They can be configured to read Mifare or Mifare DESFire card with MAD1/MAD2 or MAD3
standard in a Mifare application open system, or can be configured to read the user-defined sector data
(Non-MAD) in a user defined closed system.

1.2.2 Reader Appearance

DF700/DF710 series

DF750/DF760 series

e
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1.3 Mifare" Application Directory (MAD) Support

DF7XX supports the MAD format card, the MAD (Mifare application directory) standard proposes the
introduction of common data structures for card application directory entries. DF7XX should take advantage
of this feature using those sector pointers instead of physical sector number.

—P[ Auto Mode ]4—
DF7XX reader will search the AID from Mifare

application directory (MAD), and then get a correctly

sector number from MAD. If the card is not a MAD card,

Request

the DF7XX will use the Non-MAD Sector# (setting by
No Tag Mifare/DESFire Reader Utility).

Anti-collision

Card On Reader
About MAD please visit the web sites:

http://www.nxp.com/
http://www.mifare.net/

A

y

Get Using DF7XX

Application Sector# Non-MAD Sector#

<
<
y

APP KEY

Authenticate
NG

A 4

Read Sector Data Unknown

A 4

Output Data

A
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1.4 User-Data Format

DF7XX will send out the data following the format as below, the user data length defined by the data-info. At
Wiegand output format, the data output length is fixed (defined by number of bits), so the user data would be
cut if longer than number of bits, or the user data would be appended with zero “0” if shorter than number of

bits.

Byte O Byte 15
Block O Data-Info
Application Block 1 USER DATA (Max 240 Bytes)
Sector # Block 2
Block 3
v
Data-Info
bit7 bit6 bit5 bit0
Data Type (11b) Data Length

Data type is fixed with 11b which means “any other data” type of “Card Holder information” as MAD standard.
And data length is including the data with ending zero “0”, so the number of data byte sent by DF7XX is equal
to data length with one less for RS232 output.

Example: If data length is 16, DF7XX only sends out 15 bytes for RS232 output.
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2. Specification

2.1 Hardware Specification

DF7XX reader

Major Feature Mifare " /DESFire™ Application Directory Reader
Access Control & Security

Card Type 1SO14443A, Mifare™ Classic 1K/4K for MAD1/MAD2,

Mifare™ Pro,
Mifare DESFire" 2k/4K/8K

RF Frequency 13.56MHz
DC Power DC 7.5~24V /125mA@12V
Interface Wiegand 1~128 bits (Standard / Reverse)

RS232 2400~57600 (baud rate)
ABA-TK2 401PS

2.2 Order Information

Part Number Include Description
DF700-00 DF700-00 DF700 Mifare" /DESFire™ Configurable Reader
MF700KIT-10 Reader-Kit Reader-Kit
WAS-T0029 Reader Configure Cable
DISK5238 Install CD (Document, Driver, Software)
Power Adaptor DC Power Adaptor 9VDC for Reader-Kit
MFAO1 MFAO1 Mifare™ Classic 1K Card
MFA04 MFAQ4 Mifare™ Classic 4K Card
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3.1 Wires Assignment

3. Preparation

Color Symbol 1/0 Description
Red VCC IN Power Input : DC 7.5V~24V
Black GND IN | Power Ground
White DATA 1 OUT | Wiegand Data 1 Signal / ABATK2 Clock (Strobe)
Green DATAOQ OUT | Wiegand Data 0 Signal / ABATK2 Data
Yellow TXD OUT | RS232 TXD (To Host RXD) / RS485+ (for DF710/DF760)
Blue RXD IN RS232 RXD (To Host TXD) / RS485- (for DF710/DF760)
Orange CP OUT | ABATK2 Card Present
Brown LED/BUZEER IN External LED/BUZZER Control

To configure DF7XX, you need to connect the reader to the reader-kit first below:

DF700/DF750(K)

WHITE

N L
N

Above housing is for reference only.

RED

YELLOW

Reader-Kit

ORANGE

O @]

BLACK

N

BLUE

GREEN

BROWN

41,(3E::

%

9vDC

DF7XX
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DF710/DF760(K)

The following is the example of using USB485A-00 with DF710/DF760(K).
Connect the reader’s yellow wire (T+) and blue wire (T-) to RS485 converter. Connect RS485 converter to PC.
(Using Promag" USB485A-00 is recommended.)

I—

§ cowsech 53 s
.....o. “+
.°...°. X

USB485A

Note: Reader-kit and USB485A-00 are connection tool kit. They are optional items for purchasing.

10
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3.2 WebISP - Firmware Update Utility

DF7XX also supports the ISP (In-System Program) function to upgrade the reader’s firmware.
Install WebISP (included in CD-ROM) in your Windows System first and follow the steps below. (You need to

connect the reader to PC and power on the reader.)

Step 1: Input your account

(UserName and Password)

Note:
Contact us to get your account

when needed.

Step 2: Click [Start Check] to
automatically check the firmware

version from our FTP server.

Quality, Delivery & Service

@GIGA-TMS INC. In-System Program via Internet

¥1.5E8

;I Start Check |

Force |

UserMNane |isn

Password

[Earize]

Note:

1.

WeblISP will auto scan all COM ports to search the reader or
programmer.

WebISP will show the [Update Information] and list the update
history.

If the firmware version is out of date, WebISP will prompt you to

update the firmware. Click [Update] to begin updating the firmware.

Step 3: Wait for the updating to
finish. And repeat step 2 to
update other readers or

programmers.

@GIGA-TMS INC. In-System Program via Internet

Quality, Delivery & Service ¥1.5RE

;I Start Check |
September 13 Z007 (V1_0RZ)

Support Malti-Tser Card.

Forze |

[Aacst 20, Z007
Initialize.

Ry W
{emote Serve
Remote Server

€ Online ¢ O Line

|ftp.gigatms.c:om.tw

UserName IiSD

Downloading
GoTo ISP Mod

Update finished |*

[ISPF Mode]
Erasze Firmware
Programming
Update Finish

[):4
[Earee] |

11
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3.3 Setting Reader

Install Mifare/DesFire Reader Utility software (included in CD-ROM) in your PC, and connect the reader to PC.
Please check the connection of PC-to-reader is correctly.

1. Connection

o Mifere/DESFire R ‘ex Utility (V1 2RE)

File: Tool: | Connects

COM1 RES232ME5
COR2 b

LEDvBuzZEr
COMS
~tard Infon  epes0-gF@192.168.100 96:2167
ER750-4ESF@192 168 100 218:2167
ER750-449F@192.168.100.120:2167

il

Mo

- Refresh Connects J

1 Used Card (Mat izsusd by PROMAG card issust) -

— .

REeater

pdete Fegder: \ersion

ezt | | Language

Method 1

Click [Auto Scan] to search all COM ports and to find the available device.

Method 2

Click [Connects] and choose the COM port to detect available device.

12
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2. Instruction

» Mifare Settings
&~ Mifare/DESFire Reader Utility (V1 2RE) =] |
File Tool: Connects

[ Wiegand T ABA-TH2 T RS232/485 TCanigured Card |
DE=Fire T Mifare T Reader T LEDvBuzzer )

— Card Infarmation

A0 (HEX) |4;.r|:|3
Mon-taD Sector |1 j

App Hey IFFFFFFFFFFF2 |Key A j|

Encrypt INgne j

T Uszed Card (Mot issued by PROMAG card issuer); —

Offset I—D I—D

Reader
Wersion

| Language

Ao Scan | Update Reader Test |

|DF?><>< Series On COM

MAD-AID (default=4703)

MAD Application Identifier number is authorized and assigned by Mifare.net upon the customer’s
request for registered Application Identifier in a Mifare application open system
(AID:0000h~FFFFh).Or it is also possible for the user to define the AID himself for the application in
user defined closed system without registering into MAD group. According to the AID, DF7XX can

find and read the corresponding sector on the MAD card.

App Key (KEY_A) (default=FFFFFFFFFFFF)
App Key must be the same as the KEY_A of the card issued. This means DF7XX only can read the

sector data on the card with the same KEY_A.

Encrypt (default=None)
Fraud prevention, Select Encrypt Mode (None, Encrypt 1, Encrypt 2, Encrypt 3, Encrypt 4, Encrypt 5)
to protect your card data. (Remark: Encrypt mode must work together with the same encrypt mode

of "Mifare Card Issuer" software.)

13
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Used Card (Not issued by PROMAG Card Issuer)
You have to indicate the data position in the card, when the card is not issued by "Mifare Card
Issuer" software. And you must set the "Offset" (Max 255, and base from zero) from the beginning of

sector and set your data "Length" (Max 240).

Example: If your card data is in the grey grid of sector, you have to set the "Offset" = 17,

and set the "Length"= 20.

AID Sector (or Non-MAD Sector)

Block 0 0 1 2 3 4 5 6 7 8 9 |10 | 11|12 | 13| 14| 15
Block 1 16 | 17 | 18 | 19 | 20 | 21 | 22 | 23 |24 | 25 | 26 | 27 [ 28 | 29 | 30 | 31
Block 2 32 | 33|34 35|36 |37 |38 |39|40 |41 |42 |43 |44 | 45| 46 | 47

> DESFire Settings

= Mifare/DESFire Reader Utility (V1.2RE) =) |

File Tool: Connects

[ Wiegand T ABA THZ T RE232/485 TCnnfigured Card |
I.'IESFlrE T Mifare T Reader T LED/Buzzer |

1]

5 (0 means all data in file)

=l

Reader
Wersion

Auto Scan | Update Reader Test | | Language

|DF?:<>< Series On COMT

MAD-AID (default=F47030)
MAD Application Identifier number is authorized and assigned by Mifare.net upon the customer’s
request for registered Application Identifier in a Mifare application open system

(AID:000000h~FFFFFFh).Or it is also possible for the user to define the AID himself for the

14
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application in user defined closed system without registering into MAD group. According to the AID,

DF7XX can find and read the corresponding application on the card.

File ID (default=0)
File ID is 0~15. There are three file types. Data file, Value file and Record file. DF7XX will auto
detect the type and output the data.

Offset/Length (default=0/5)
The Data file will depend on the value to output data. The Value file will be sent the value out. The

Record file will be sent the latest record data.

Access Key No/Value (default=0 / 00000000000000000000000000000000)

Key must be the same as the Read or Read/Write KEY of the card issued. This means DF7XX only
can read the data on the card with the same key.

= DF App Admin Key (KeyNo=0)

> Reader Settings

i P Mifare/DESFire Feader Thlitr (V1 2EG)
* File Tool: Connects

[ Wiegand T ABA-THZ T RS232/485 TCanigured Card |

DEsFire | Mifare | Reader | LEDBuzzer
—Settings
. ||:| vI
' &+ Wiegand C ABATHKZ  ( RS232/485
Cardd Diata Ok =]

Card Data Only

Card Data or CSM (When card errar)
CSM Only

RS232/455" =etting. )

[05 % Both ) DESFire Only 0 Mifare Only

— Cwtput Mode
{* Once

r Continue (Mifare
Cnly)

Reader
Wersion

Auto Scan | Update Reader

Test | | Language

||DF?>:>< Series On COM

15
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Reader ID (default=0)
DF7XX ID for multi link application. (ID: 0~63)

Interface (default=Wiegand)

DF7XX can be set as Wiegand, RS232 or ABA-TK2 output.

Read Modes (default=Card Data Only)

= Card Data Only Read card sector data only. If any error occurs (ex: App. key incorrect.), the
reader will represent "Card Invalid" status.

= Card Data or CSN Read card sector data. When any error occurs (ex: App. key incorrect.), the
reader will output "CSN".

= CSN Only Read card CSN (card ID) only.

Output Modes (default=0Once)

= Once Read card sector data only. If any error occurs (ex: App. key incorrect.), the reader will
represent "Card Invalid” status.

= Continue Keeping sending data (or CSN) to host till card remove. Only for Mifare card.

> Input Settings - Input Mode and Key Pad Settings
Input Settings allows you to choose using (1) Card, (2) PIN or (3) Card then PIN to present your ID.

P Mifare/DESFire Reader Tiility Y1 3R328

File Tools Connects

|/ T T Configured Card ]
Mifare Reader T LECvBuzzer T Wiegand
O
o Wiegand " ABA-TKZ (" RE232/485
3 = [osnonly -]

Remark : If 'Buffering’ is enabled, data will be stored in
he reader's buffer and it won't allow you to configure
RS5232/4585' setting. )

Card Type el (" DESFire Only (* Mifare Only

Output Mode Input Settings
& Once Input Mode:
" Contine (Mitare Only) Key Pad Seftings

ASCH Hex Code -

W &lwvays read card with passcode

Ao Scan Upclate Reader Test | (RIS

“ersion ‘ Lenouage ‘

DFTS0K/DF7E0K Reader On COME

16
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Input Mode

Select how user will present his/her ID.

= Default

= PIN Only User can only Enter PIN number to present his/her ID.

User can use Card, Enter PIN number or both to present his/her ID.

= Card with passcode User can only use Card which must register passcode to present his/her

ID. If the presented card that doesn’t contain the passcode, then the reader will refuse to access

it and will sound an error beep.

= Card without passcode User can only use Card which must not register passcode to present

his/her ID. If the presented card that contain the passcode, and then the reader will refuse to

access it and will sound an error beep.

Key Pad Settings

= Qutput (default=Wiegand 8Bits)

Wiegand 4, 6, 8 Send Wiegand signal pre key pressing.

ASCIl Hex Code Send ASCII code pre key pressing.

Buffering (Decimal) Press 0~65535 numbers and press "#" to send decimal numbers. ("*" to

cancel.)
Buffering (BCD) Press 0~ 99999999 numbers and press "#" to send BCD numbers. ("*" to

cancel.)
Wiegand Wiegand Wiegand ASCII Buffering Buffering
4 bits 6 bits 8 bits Hex Code (Decimal) (BCD)
1 0001 000010 11100001 3100 00
2 0010 000100 11010010 320000
3 0011 000111 11000011 330000
4 0100 101001 10110100 34 00 00
5 0101 101010 10100101 3500 00 0~65535 00000000~
6 0110 101100 10010110 36 00 00 99999999
7 0111 101111 10000111 37 00 00
8 1000 110001 01111000 38 00 00
9 1001 110010 01101001 39 00 00
0 0000 000001 11110000 30 00 00
* 1010 110100 01011010 2A 00 00 Cancel Cancel
# 1011 110111 01001011 23 0000 Send Send

Remark: Please refer to ANNEX J. for simply output examples.

» Facility Code

Facility Code is placed in the first two bytes of output PIN data. Following is an example (without

17
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any package settings, such as header, trailer etc.) that the Facility Code is set to 12 (0x0C).

Once the Facility is set, the output length of PIN data will fixed to 10.

- MituyfDESFsrn Nasdos ity V1 IR0

Reader Test

)
O UETve Oy Mrwe Orly I
ot Settngs
S0 43 30 30 30 3O 51 Sr-33 34 COOO01234 Yast Morte jm—:]
Hay Pus Satiegs

Buytrering (DCD) ,'I

12 -

I Always read 0ard wih pazscode

Fwader
kBt W | 2 L-wl

DF 7500 0F 7600, Rancer On COMS

i
1 BUrerry 15 snabied, dala wil bs stored i
e butier ard & won slow you o Confiaes I

ltmn:d o COME 100N A

= Always read card with passcode selection box
When you select the Input Mode to Default, you can choose to access the card with passcode
registered or not. If you select this setting, then only the card with passcode registered can be
read. Once reader read the card and then will require user to enter the PIN number, if match the
passcode, the reader will output the card data (or CSN).If you don’t select this setting, then
present the card without passcode registered, reader will output the card data (or CSN) without

requiring user to enter PIN.

Note: The passcode can be registered to card by using Card Issuer program with PCR310/320
reader (see the following PIN Code field).

M ORE ol e COMA ———

6 GIGA-TMS INC. Mifare/DesFire Card Issuer

for MF/DF Serie: Reader V1. 33

U Dt
i i wep 14 o || A |75+ R T
4703 0200 000 m fes peses f8 -
0000 2000 ©0a0 200 ;
IR {33330 BiSoe |16 ;]
[ AabsSiep bt Sevied Nuvber 12 =
CasdtHokdet bndoavasion K ptonst T Without Card Hoides Information
Carsn Hasa
- — o
e
B * DNLY FOR Raade with Kaypad
Fienas copacs) I |7

——
fee—————nhasas———— |

18
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» LED/Buzzer Settings

= Mifare/DESFire Reader Utility (V1.2RE) =) |

File Tool: Connects

[ Wiegand T ABA THZ T RE232/485 TCnnfigured Card |
DEsFire | Mifre | Resder | LEDBuzzer

—LED FBuzzer Zettings

[~ Enahle RS232 Command Set Cortraol
[~ Emakle Twwo Wires Contral LED

[T Green [ Red

W Green [ Red |1 BeepiBlink j

[ Green [+ Red |3 Beep/Blink j

| [ Green | Red |3 BeepiBlink j
| (* Dizakle = High = Lo
d O] After Dt Gt %) L Time

Reader
Wersion

Auto Scan | Update Reader

Test | | Language

DFFex Series On COM1

DF7XX supports LED/Alarm configure. Set the LED/Buzzer to indicate the system status for
end-user.

Enable RS232 Command Set Control

Enable this setting if you need to control LED/Buzzer by software command set.

Note: This function is only available for the RS232 communication settings are (19200, N, 8, 1).
—LED / Buzzer Settings

[¥ Enabie RS2532 Command Set Control
[~ Enable Two Wires Control LED

Q1S [ reen [T Red

¥ Greem [T Red |1 Bieep/Blink vl

[T Greem [ Red |3 BieepiBlink vI
[T Greem [ Red |3 BieepiBlink vI

I ¢! Disahle ) Hint ) Loy
] After Data Output ) Loy Time [‘;;_ ____________________

=L
2

! Remark:

i If “Enable RS232 Command

. Set Control (for LED/Buzzer)”

i is checked, the external
'

'

'

'

LED/Buzzer with high/low
level control will be disabled.

19
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RS232 LED/Buzzer command set frame

STX | J

NUMBER (0~9) CR

02h | 4Ah

30h~39h 0Dh

Command Table

NUMBER Descriptions
0 (30h) All LED Off, Buzzer Off
1 (31h) Green LED ON
2 (32h) Green LED OFF
3 (33h) Red LED ON
4 (34h) Red LED OFF
5 (35h) Buzzer Beep once
6 (36h) Buzzer Beep 3 Times
7 (37h) Green LED ON with Beep once
8 (38h) Red LED ON with Beep 3 Times
9 (39h) All LED ON (Orange)

Enable Two Wires Control LED (Only for Promag ™ reader of baud rate=19200, n, 8, 1)
Set up the "Brown Wire Active Level", and Brown wire and Orange wire will follow the setting.

Example: "Brown Wire Active Level"=High; Green light on when brown wire level was high. The red

LED light on when orange wire level high. When both wire change level high at the same time, it will

both light on without beep.

—LED FBuzzer Settingz
[ Enakle RS232 Command Set Cortrol

¥ Enabie Twa ires Control LED:

r Icllef| e =

[+ Elue

N ¥ Greem [0 Red |1

BeepmElink j

o [T Greem ¥ Red |3 Besp/Blink j

) Dizable * High
T fiter Data) @utput

= [0 Greem W Red |3 Beep/Blink j

= Lowy
&« Ay TmeE =<

Remark:

If “Enable Two Wires
Control LED” checkbox
is checked, the
external LED/Buzzer
control with high/low
level control will be

disabled.

20
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Read Idle

Show LED color after power on or idle state.

Brown Wire = PULSE (Internal: Card is Valid)
Show LED color and beeps to indicate the end-user when brown wire inputted pulse signal, or card

was passed by reader.

Remark: This setting is enabled when “Brown Wire Active Level” is “Disable”.

Brown Wire = Inactive (Internal: Card is Invalid)
Show LED color and beeps to indicate the end-user when brown wire inputted GND signal, or card

was failed by reader.

Brown Wire = Active
Show LED color and beeps to indicate the end-user that brown wire inputted the active level signal

from host.

Remark: This setting is enabled when “Brown Wire Active Level” is not “Disable”.

Brown Wire Active Level (default=Disable)

Set brown wire active level condition with host status.
= Disable Disable the brown wire. The LED/buzzer is controlled by settings.
= High Brown wire active state is in high logic, normal state is in low logic (normal open).
= Low Brown wire active state is in low logic, normal state is in high logic (hormal closed).

Remark: If setting Active Low, you may have to connect the brown wire to a pull-up resistor
(1K~10K) with 5VDC.

Control Brown wire
= After Data Output The brown wire will be enabling after finished output the card data or CSN.

= Any Time The brown wire enabled in any time.

Note:LED/Buzzer can be controlled by the externally high/low level controller also. (See Annex E.)

Brightness
Change value to brighten or darken LED. More high and more brighten.

21
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» Wiegand Settings

= Mifare/DESFire Reader Utility (V1.2RE) =) |

File Tool: Connects

[ DESFire T Mifare T Reader T LEDBuzzer

wiegand |  cocie | meoioses | Configured Card |

! [T Include Reader (D

[ Custom: I—
IZE vI [ with Parity

|+ Stanclard (MSB First)
{~ Reverse (LSB First)

| € High Byte First
{* Loy Byte First

Alive Event Disabled -

Reader

Auto Scan | Update Reader .
Yersion

Test | | Language

DFFex Series On COM1

Add Reader ID (default=Disable)

Set Wiegand output data to include the Reader ID when it is checked.

Custom Premable (default=Disable)
Set the Wiegand output data to include premable code when it is enabled. This code only combines
with CSN output.

Number of Bits (default=26)

Set the Wiegand output type you want to meet your host (or terminal). It can be 1 to 128.

With parity (default=Enable)
Set data with or without parity bit. If this is enabled, it will automatically add parity bit when sending

output data.

Bit Sequence (default=Standard)
Set the Wiegand output data sequence, and it can be a standard data sequence (MSB first) or a

reverse data sequence (LSB first).
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Byte Order (default=High Byte First)

Set the Wiegand output data byte order, and it can be high byte first or low byte first.

Alive Event is reserved.

» ABA-TK2 Settings

P Mifare/DESFire Eeader Utilitr (71 .2R6)
File Toolz Connects

[ DESFire T Mifare T Readsr T

LECWBuzzer

Wiegand T ABA-TK2 T RS232/485 TCanigured Card |

— ABA_TKZ Output Seftings

Fumker OF Digital§ »| [ &dd Reader ID

SRR EREEED (3 ep First ™ L=B First
™ LSB First

j

Decimal String
BCD (Standard)
Direct (Memory Magp)
Bytes to DEC

Reader

Auto Scan | Update Reader ;
Wersion

Test |

| Language

DF¥xx Series On SOk

Number of Digital (default=10)
Set the number of digital codes for TK2 output.

Add Reader ID (default=Disable)
Add Reader ID into TK2 data.

Output Data Order (default=MSB First)

Set the TK2 data sequence order.
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Data Conversion (default=BIN to DEC)

Select card data format to convert.

= BIN to DEC (the card is issued by Mifare Card Issuer.)
= Decimal String (ex. "123456")

= BCD

= Direct (Memory Map)

Byte to DEC

» RS232/485 Output Settings

}:’ Mifare/DESFire Reader Mtility Y1 _3R7
File Tools Connects

[ DESFire T Reader T LED/Buzzer ]_T

| Rsesauss | Configured Card

RE2324585 Cutput Settings

1920 -] artbestgs mn g

" LsB
[ Header |45 -
[ Reader ID
[ Data Lencth
Output Format
" Binary
“ f* “izible Hex Code
[ CR [ LF
[ Trailer 0ok -
Reader
Auto Scan Update Reader Test ) Language
YWersion

DF700-2000730-20 Cn SO

Baud rate (default=9600)
The working range can be set from 2400 to 57600 (depends on the device).

Heart beat (default=disabled)
Click to select the interval time of periodically sending the heart beat data to host via RS232/485

interface. The heart beat data format is: ‘E’+ ‘H’ + Device Serial Number.
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Example

Header Device Serial Number
45h | 48h 43h 42h 34h 45h 35h 42h 24h 32h
‘E’ ‘H’ ‘c’ ‘B’ ‘4 ‘E’ ‘5’ ‘B’ ‘4 ‘2

If you want an end character in the end of the heart beat data, for example CR, then you can select

CR box in Package group then update to reader.

The interval of sending heart beat data can be:

_] RS232/485 Configul

Dizabled |

2min

amin

|_1Dmin

Data Sequence (default=MSB first)

The output data sequence order can be set to "LSB" first or "MSB" first.

Package (default=Header (02h) + CR + LF + Trailer (03h))
To set a packet which includes the “Header”, “Reader ID”, “Data Length”, “CR”, “LF” and “Trailer”.
(Header: 00h~FFh, Trailer: 00h~FFh).

Output Format (default=Hex String)

The output format can be "Binary" or "Hex String”.

Note
(1) Wiegand output data packet with Reader ID

Standard | Parity (Even) Reader ID (MSB) Data Bits (LSB) Parity (Odd)
Reverse Parity (Odd) Reader ID (LSB) Data Bits (MSB) Parity (Even)

(2) RS232/RS485 output data packet with Header, Reader ID and Trailer

Header Reader ID (LSB) Data Bytes (MSB) Trailer
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(3) ABA-TK2 with Reader ID

MSB First SS Reader ID | (MSB) Digital Code (LSB) ES LRC
LSB First SS Reader ID | (LSB) Digital Code (MSB) ES LRC

Remark: The reader’s all configuration items are write only, so any user cannot read the
configuration items from the reader to get the App Key, this is very important to protect your

App Key and all configuration items.

»  Configured Card

A2 Mitere/DESFire Reader Utility (V1.2R6) = |
File: Tools Connects
[ DESFire T hifare T Reader T LEDvBuzzer

Wiegand T ABA-TH2 T RE232/485 T§Cunﬁgured Card.

—Iv Configured Card Enabled

1] |1 23FFFFFF123

*Remark: The key value have to different from Appkey!
Current APF Key = FFFFFFFFFFF2

Reader
Yersion

Test | | Language

Auto Scan | Update Reader

DF¥=x Series On CORM1

Configured Card Enabled (default=Enable)

Can allow your reader change configuration by Mifare Card.

Key (default=000000000000)
Is the Mifare Key A for allowed the configured card.
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3.4 Make a Configured Card

DF7XX supports updating the reader by reading Configured Card. This function is specially using when stand
alone system. The following steps guide you how to make a configured card.

Step 1:

Configure the reader.

Enable the “Configured Card
Enabled” item, and then press
[Update Reader].

File Tools Connects

[ DESFire T Mifare T Reader T LECVBuzzZer
wiegand | sBaTkz | Rs232485 :

v Configured Card Enabled

Hey |1 23FFFFFF123

*Remark: The key value have to different from Apphey!
Current APP Key = FFFFFFFFFFF2

Test Language

Auto Scan | Update Reader X
WErsion

| Reader

|DF?xx Series On COMI

Step 2:
Connect the PCR310 to PC for

issuing card.

!

Select the series
corresponding, or load the

configuration file.

|

Select the reader’s model

name.

Click "OK".

File Tool: | Comngcts

:.:-

COM1 RE232/485
COM LECVBuzzer

- CardInfor— sppen TIME@192.168.100.159:2167
SFE50SD-QATESTO@192.168.101 79:2167

= SFGS0ASD-WIFI-9F@192.168.100.140:2167
SFE504SD- WIFL-3F@192.168.100.217:2167
ER750-WIFIO5@192.168.100.59:2167 I

g

Refresh Connects |

I Used Card (Mot issued by PROMAG card issuer) —

-

frescler

Auto Scan Upriate Reader .
H ; W ENSIOTT

Test | | Language |
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Remark: The corresponding
series are “DF700/DF750
Series” and “DF750K Series”.

Found 2 PCE210

Step 3:
Configure all settings as

normal.

!

Click [Configure Card].
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Step 4. = MifereDES Eal ex ] P i
File Tools Connects Change CFG Modal. .
Put a Mifare card in the [ Wiegand T ABA-THZ T RS2321485 T Configured Card
PCR310 cassette DESFire I Mifare T Reader T LEDVBuZzZer
—Card Information
Enter “MAD Admin Key” and |
“Configured Key” (which has
been updated to the I Used Card (Mot issusd by PROMAS card issusr) —
) ml A Lenoth] 0
corresponding reader). el _ x|
Setting:
l by |[FFFFFFFFFFFO
Conficured Eey m
Click [Create]. . [
CFG fio

Step 5:
Take this card to approach the | Remark: If the reader you use is the one with the keypad,
reader for configured settings. | YOU need to press *00# to enter the configuration mode
(within 10-seconds beeps) and press * to exit the
configuration mode. In short, to make the configured card
work, please press *00# on the reader (the reader will start
to sound the beeps) and then present the configured card
to the reader.
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4. Data Output

4.1 Reader Test

After reader’s configurations have been updated success, you can use [Test] function to check reader’s

configurations have been correctly stored.

Feader Test

*=* REMARE: Only for Reference. Simulate Signal May be Missing ==

Without Pty :0101-0100-0101-1101-0011-0000-11-
d Preamble(d) - Ed4 ED 20 2

BEZ32E Output

Tiegand/ABEA-THZ (Sim) [T Decode with Parity ~
Miegand 2& :

7

LED:D|1|2|3|4|5|5|?|5|i| Clear
HEH}':ﬂlﬂl Euffering Data | IBJME j 'tll'
]

COM ports. COM port.

_J Use to “decode
with parity” when
Wiegand
interface not with
parity.

Click to clear the
output data, or
double click the
output area.

Available Click to re-connect

LED [0]~[9] (default=Disable)

Manually to control LED/buzzer by commands [0]~[9]. Enable this by “Enable RS232 Command Set Control”.

Buffering (default=Disable)
Manually to control data output timing by the command [Buffering Data].
Enable this by “Buffering” Enabled.

Relay (default=Disable)
Not available for DF7XX.
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4.2 Test Read Card After Updating

The following steps guide you how to test read card.

1. After set configurations in the Reader Utility software, you can click [Update Reader] to update the
currently configurations to the reader.

2. Or, click [Test] to update configurations and verify output data.

3. Take an issued Mifare card and approach it to the reader, You can see the output data on “Reader Test”

window.

andard bit sequence

[ DESFire T Mitare T Feader T LEDvBuzzer
wiegand. | ABATk: | Rerazdes | Configured Card

—Wyiegand Cutput Settings
[ Include Reader ID

[ Custom: I
Murmber Of Bits! ;
|34 'l ¥ itk Parity

== (% Stancard (MSB First)
" Reverse (LSH First)

% Low Byte First

IDisabIed - I

Reader

Auto Scan | Updste Reader X
WErsion

Test |

| Langusge

DF730HDF7 60K Reader On Coht

Wiegand 34 :
Standard Pry=0K :0-1011-1010-0001-1111-1110-0110-0111-0000-1
Preawble{0) - BA 1F E& 70

LED:iI1 2|3|4|5|Bi|8|9|

Rielay: fol ) Buffennag iata

Remark: (1) When using reader-kit to test Wiegand (or TK2) signal, this test may be failed if the processor of
computer is too slow. (2) When using reader-kit to test Wiegand (or TK2) signal, you need to connect to the
physical COM port.
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4.3 Test Key Pad After Updating

4.3.1 Simply Output “1234” — RS232 Interface

RS232 interface — Settings

A= Mifare/DESF e TTHilit
File Tools Comnects File Tools Comnects
[ wiesand | eBetiz | Rezazées | cConfigured Card TR Mifare i Reader | LEDBuzzer
DESFire T Mifare T i T LED/Buzzer Wiegand T ABA-THZ R5232J’485 I Configured Card
FEetings ~RS232/485 Qutput Seftings
-
 ABA-THZ =+ RS232/435 9600 -
Card Data Orly al LsB (% MSB
(5| [ Enabled I ------ I Head
Eacier
rEmaT T B fering' iz enabled, dats wil be stored in 02h hd
he reader's buffer and it won't allovw you to configure [~ Reader D
RS2320455" setting. )
Card Type i i [" DataLength
JGNRTE ¢ Both () DESFire Only - € Mifare Only  Output Formt
—Output Mode —————— —Key Pad Settings e
+ Once w “ i “igible Hex Code
Butfering (BCD -
" Cortinue (Mifare riy) 4 (BCD) [ [Ccr [TLF
j [ Trailer 03h -
[ Always read card with passcode - -
Auto Scan Updste Reader Test K= Language Auto Scan Updste Reader Test K= Language
o WErsion gLEg o WErsion gLEg
|DF?SDK.I'DFTBDK Reader On COM2 |DFTSDK.I'DFTEDK Reader On COM2

RS232 interface — Output: Press “1234” + “#”

== REMAREK: Only for Reference. Simulate Signal May be Missing =

1 egand /AR i) [T Decode with Parity

" Out .

20 20 320 320 31 32 233 3d- 00001234

LED:D|1|2|3|4|5|5|?|3|9| Clear
Helay:ﬂlﬂl Bufreng [ata | LOk2 jEI
Result=1234

32



PROMAG DF/7XX

REV.H

4.3.2 Simply Output “1234” — ABA-TK2 Interface

ABA-TK2 interface — Settings

File Tools Comnects File Tools Comnects

[ wiesend | eBatkz | Rezioses | configured Card TR Mifare i Reader | LEDBuzzer
DEsfis | Mifare i i | LeDmuzzer Wegard | i | reess | configursd Card

I
4 n | Add Reader D
+ ABA-THZ RS232/455 o x| T =aRer
= J {+ MSB First " LSB First
% MZE First & LB First
Remark ;[T 'Buffering' iz enabled, data will be stored in
he reader's butfer and it won't allowy you to configure BN to DEC (Default) ﬂ
RS232/485" seting. )
WECNETE 7 Both () DESFire Only £ Mifare Only
—Output Mode
+ Once
" Cortinue (Mifare Only)
[ Always read card with passcode - -
Auto Scan Update Reader Test Reader Langusage Auto Scan Update Reader Test Reader Langusge
WErsion WErsion
|DF?SDK.I'DFTBDK Reader On COM2 |DF?SDK.I'DFTEDK Reader On COM2

ABA-TK2 interface — Output: Press “1234” + “#”

== REMAREK: Only for Reference. Simulate Signal May be Missing =

Micgand /ABA-TESZ (Sim) [T Decode with Parity

ABA-TEE: ;12347 Digits= 4
i 000000000001101010000010001100100100111110000100000000

LED:D|1|2|3|4|5|5|?|3|9| Clear
Helay:ﬂlﬂl Bufreng [ata | LOk2 jﬂl
Result=1234
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4.3.2 Simply Output “1234” —-Wiegand Interface

Wiegand interface — Settings

File Tools Comnects File Tools Comnects

[ Wegand | emetiz | Reziases | configured Card [ oesmrs T Mifare i Reader | LEDBuzzer

DEsfis | Mifare i | LED/Buzzer 1 epeme | mesomss | configured Card

 ABA-THZ i RE232i485 ) [ Include Reader ID

j [ Custom: l—
T |2B <] with Pariy

- ¥ Standard (MSB First)
" Rewerse (LS8 First)
¥ High Byte First
" Lawv Byte First

IDisabIed - I

Remark ;[T 'Buffering' iz enabled, data will be stored in
he reader's butfer and it won't allowy you to configure
RS232/485" seting. )

L= O Bath (" DESFire Only Mifare Only

—Output Mode
+ Once

=l
=

[ Always read card with passcode - -

" Cortinue (Mifare Only)

Reader
WErsion

Reader

Auto Scan | Update Reader X
WErsion

Test |

Auto Scan | Update Reader

| Langusage Test |

| Langusge

|DF?SDK.I'DFTBDK Reader On COMZ |DFTSDK.I'DFTEDK Reader On COMMZ

Wiegand interface — Output: Press “1234” + “#”

Miegand 26 :
Standard Pry=0K :1-0000-0000-0001-0010-0011-0100-1

Ot At

LED:D|1|2|3|4|5|5|?|3|9| Clear
HEH}'ZEIEI Buffering Diata | COM2 jEI
Result=1234
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Appendix

ANNEX A. Wiegand Interface

The Data 1 and Data 0 signals are held at a logic high level unit, the reader is ready to send a data stream.

The reader places data as asynchronous low-going pulses on the Data 1 or Data O lines to transmit the data

stream to Host. The Data 1 and Data O pulses will allowable pulse width times and pulse interval times for the

reader.
Data 1 Signal —
Data 0 Signal
Tpw Tpi Tpw Tpi
Pulse Times
Symbol Description Typical Time
Tpw Pulse Width Time 100us +/- 3%
Tpi Pulse Interval Time 1.9ms +/- 3%

Wiegand Packet (Without Reader ID)

Standard (Default)

Parity(Even)

(MSB)  Data Bits

(LSB)

Parity(Odd)

Reverse (Option)

Parity(Odd)

(LsSB) Data Bits

(MSB)

Parity(Even)
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Example of connecting Wiegand wires (the pull high resister must >= 10K Ohm)

HOST/Terminal
5vVDC
I | Pull high resistor
7.5~24VDC
Read 10K 10K >=10K Ohm
eaaer
(Red) ohm ohm
Data 1 (White) T
Data 0 (Green)
(Black)
I |
GND GND

Optional: External LED/Buzzer Control (Brown)
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ANNEX B. ABA-TK2 Interface

Example of the timing for card present, clock (strobe) and data

/CARD PRESENT Leading Zero Data Trailing Zero

/DATA

o AU ARARAARA AR [
| 1 0 1 0 0 1 0 0 0

oioio...0i1

—> §<—STROBE Width Approximately 25~50% Of Bit Time

—> «4—Bit Time 40IPS (min:280us, typ:330us, max:480us)

DATA
The data signal is valid while the clock is low. If the Data signal is high, the bit is a zero. If the Data signal is

low, the bit is a one.

CLOCK (STROBE)
The Clock signal indicates when Data is valid. It is recommended that Data be loaded by the user with the

leading edge (negative) of the Strobe.

CARD PRESENT
Card Present will go low after flux reversals from the Reader. Card Present will return high after the last flux

reversal.
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Example of connecting ABA TK2 wires

Reader

7.5~24VDC

(Red)

Card Present (Orange)

Clock (White)

Data (Green)

(Black)

HOST/Terminal

GND

GND

Optional: External LED/Buzzer Control (Brown)
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ANNEX C. RS232 Interface

Example of connecting RS232 wires

Reader

7.5~24VDC

(Red)

TXD (Yellow)

GND (Black)

HOST/Terminal

GND

GND

Optional: External LED/Buzzer Control (Brown)
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ANNEX D. External LED/Buzzer Control

DF7XX supports the external LED/Buzzer control for Terminal (or Host) to prompt end-user the card data is

invalid or valid. Use Brown wire to control the LED/Buzzer of DF7XX.

Examples (Active High)

(1) Show External Invalid Status

Data Output

Alarm Control (Brown)

<4+ Min100ms P

(2) Show Card Valid Status

Data Output

Alarm Control (Brown)

> <4 Min 100 ms

Note
1. Send one pulse to show the “Extern Invalid” LED/buzzer status.
2. Send three or more pulse to show the “Card Valid” LED/buzzer status.

3. You can configure the LED/buzzer status by reader utility software.
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ANNEX E. History

Rev G:

Rev G:

Rev F:

Rev E:

Rev C:

Rev D:

Rev B:

Rev A:

June 24, 2017
Added note for [Enable RS232 Command Set Control].

May 26, 2017
Added Heart beat data format

January 18, 2017
Added input mode selection for DE750K reader

May 26, 2016
Added Heart beat setting

November 30, 2011 (Kylie)
Update Mifare Reader Utility Pics.
Modify Reader ID to 0~63.
Add “Source Data Order”. (P.14)
Modify “Sequence Order” to “Output Data Order”.(P.14)
Modify “Remark”. (P.11)
January 12, 2012  (Kylie)
Modify “DataLength” limit to 64 bytes. (p.8)
Add how to “Read the Configure Card”. (p.29)
August 15,2012  (Kylie)
Add examples for keypad output. (p.31~33)
September 13, 2013 (Kylie)
Delete e. (P. 29)
Modify remark. (P.28)
September 16, 2013 (Kylie)
Update utility S/W & Web ISP S/W pictures.
November 20, 2013 (Kylie)
Add “Hardware Compare table” and “Software requirement table” (p.9 )(p.11)
September 12, 2014 (Kylie)
Add a note about DF710/DF760 wire assignment by using USB485A. (p. 12)
September 26, 2014 (Kylie)
Fix “Two Wire Control” descriptions. (p. 22)

August 12, 2015 (Kylie)
Add notice for Access key, the utility DESfire configure. (P. 17)

October 29, 2009
Fix power supply 7.5V~24VDC

February 12, 2009
Issue DF7XX
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